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   Abstract— Multimedia technology of utmost importance now a 

days and that is why its security is very essential for multimedia 

commerce on internet such as video on demand and video 

multicast. Traditional cryptographic algorithms/systems for data 

security are often not fast enough to process the vast amount of 

data generated by the multimedia applications to meet the 

real-time constraints as well as significantly increase the video 

size independent of encryption algorithm employed. These 

adverse effects exist because most of the algorithms never bother 

about DCT characteristics and their relationship with visual 

contents, which cascades effect on transmission throughput. In 

this paper authors propose a fast video encryption algorithm that 

exploits the statistics of the DCTs in the video data sets as well as 

at the same time sufficiently reduces the size of cipher video 

without any compromise on security. It also utilizes the huge size 

of video by embedding some messages inside the cover object 

using Steganography. The following algorithm encrypts and 

permutes of DCT coefficients and finally. Increase in video size 

is restricted. 

 

Index Terms— Steganography, Cryptography, Video 

Encryption, Multimedia Security, Discrete Cosine Transform 

(DCT),   Multimedia Encryption. 

 

I. INTRODUCTION 

Research in technologies related to network and 

multimedia, transfer of multimedia data over the   network 

has become very easy, making the security and privacy issues 

in multimedia computing more and more important. Various 

encryption algorithms have been proposed in recent years as 

possible solutions for the protection of the multimedia data. 

Large volume of the multimedia data makes the encryption 

difficult using traditional encryption algorithms. Owing to 

the large size and real-time applications of video, two types 

of encryption algorithms are generally classified. The native 

approach for video encryption is to treat video data as text 

and encrypt it using standard encryption algorithms like AES 

(Advanced Encryption Standard) or DES (Data Encryption 

Standard) and RSA. The basic problem with these encryption 

algorithms is that they have high encryption time. They also 

result in vast increase in size of the video, making them 

unsuitable for real-time applications. A unique characteristic 

of video data is that, even though information rate is very 

high, information value is very low. Exploiting this fact, to 

decrease the encrypted video size and time, many selective 

encryption algorithms have been proposed which encrypt 

only selected parts of the data.  

Meyer and Gadegast [1] have designed an encryption 

algorithm named SECMPEG which incorporates selective 

encryption and additional header information. In this 

encryption selected parts of the video data like Headers 

information, I frames, I-blocks in P and B frames are 

encrypted based on the security requirements. Qiao and 

Nahrstedt [2] proposed a special encryption algorithm in 

which one half is XOR with another half. Another half is 

encrypted by standard encryption algorithm (AES). The 

Speed ratio is much improved as compare to native algorithm 

but still it required large amount of computation which is not 

suitable for high quality real-time video applications that 

have high bit rates [8].  

Some algorithms are based on the DCT Scrambling of the 

DCT coefficients. Tang’s [3] scrambling method is based on 

embedding the encryption into the MPEG compression 

process  ,it randomly permutes the data which Zig-zag the 

data order of the DCT coefficients of a block to a 1 × 64 

vector. The result is that the size of cipher text video is 

significantly increased approximately twice in size [3]. Zeng 

and Lie [4] extended Tang permutation range from block to 

segment, with each segment consisting of several macro 

blocks. Within each segment, DCT coefficients of the same 

frequency band are randomly shuffled within the same band. 

Chen, et. al [5] further modified this idea by extending the 

permutation range from a segment to a frame. Within a 

frame, DCT coefficients are divided into 64 groups according 

to their positions in 8 × 8 size blocks, and then scrambled 

inside each group. Apart from shuffling of the I frames, they 

also permuted the motion vectors of P and B frames. 

In order to meet the real-time requirements, light-weight 

Encryption algorithms were proposed. These encryption 

algorithms are fast. They are Video Encryption Algorithm 

(VEA) [6]. It uses simple XOR of sign bits of the DCT 

coefficients of an I frame using a secret m-bit binary key. The 

algorithm was extended as Modified Video Encryption 

Algorithm (MVEA) [7] wherein motion vectors of P and B 

frames are also encrypted along with I frames. 

In this  Paper we propose a light weight algorithm which is 

and more suitable for real time application. The basic idea of 

this algorithm is to perform encryption followed by 

permutation of the DC and AC coefficients based on the 

statistical properties of the DCT coefficients. Our algorithm 

takes an average encryption time of 7.17 milliseconds per 

frame, making it ideal for real time encryption and before it 

for utilizing the size of the video. Steganography is used to 
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embed the secrete message inside the video. J.R.Krenn [9] 

has proposed a method to embed message in LSB of DC 

coefficients of cover image. This approach tries to maintain 

the importance of both video & embedded text and treat it in 

such a way that no compromise on security in made.  

The rest of the paper is organized as follows. Section 2 

gives the Literature Survey. The details of the proposed 

algorithm are presented in Section 3. Experimental work is 

given in Section 4. Finally, we conclude in Section 5. 

 

II. LITERATURE SURVEY 

A MPEG video is composed of a sequence of Group of 

Pictures (GOPs). Each GOP consists of I, P and B frames. I 

frames are called intra-coded frames. These frames are 

further split into non-overlapping blocks (intra-coded) of 

8×8 pixels which are compressed using DCT followed by 

quantization, zig-zag scan, run-length coding and entropy 

coding. The P and B frames are forward predictive coded 

frames and bi-directional predictive coded frames 

respectively. I frames having most useful information. 

In 8 × 8 DCT transform coding, the 64 transformed 

coefficients are zig-zag ordered such that coefficients are 

arranged approximately in the order of increasing frequency. 

The DCT transform coefficients can be classified into two 

groups namely, DC and AC coefficients. The DC coefficient 

determines the average brightness in a block. All other 

coefficients describe the variation around this DC value and 

these are referred to as AC coefficients. DCT transforms a 

signal or image from the spatial domain to the frequency 

domain. It can separate the image into high, middle and low 

frequency components. 

 
Fig 1.DCT Diagram 

The general equation for a 1D (N data items) DCT is 

defined by the following equation: 

F(u)= (2/N) ½ ∑ i=1
N-1 ˄(i) cos[Π.u/2.N(2i+1)]f(i) 

Where  

˄(i)={1 
1/√2 when €=0 

The general equation for a 2D (N by M image) DCT is 

defined by the following equation: 

F(u,v)= (2/N) ½(2/M) ½  ∑ i=1
N-1∑ j=1

M-1  ˄(i) ˄(j) 

cos[Π.u/2.N(2i+1)] cos[Π.v/2.M(2j+1)]f(i,j) 

Where  

˄(€)={1 
1/√2 when €=0 

 

For u,v = 0, 1, 2, . . . , N-1 Here, the input image is of size 

N X M. c(i, j) is the intensity of the pixel in row i and column 

j; C(u,v) is the DCT coefficient in row u and column v of the 

DCT matrix. Signal energy lies at low frequency in image; it 

appears in the upper left corner of the DCT. Compression can 

be achieved since the lower right values represent higher 

frequencies, and generally small enough to be neglected with 

little visible distortion. 

 It is classified into two categories LSB approach and DCT 

based approach Jessica Fridrich et. al [10] have discussed a 

reliable and accurate method for detecting least significant 

bit (LSB) non sequential embedding in digital images. The 

secret message length is derived by inspecting the lossless 

capacity in the LSB and shifted LSB plane. J.R.Krenn [9] has 

proposed a method to embed message in LSB of DC 

coefficients of cover image. LSB based steganography embed 

the text message in LSB of cover image. DCT based 

steganography embed the text message in LSB of DC 

coefficients. LSB approach may hide more data as compare 

to DCT based approach but PSNR that is peak signal noise 

ratio related with image quality has been got more fine 

results in DCT based technology and when we have sufficient 

size of cover object (video) so there is no need for bothering 

about how much data will save per frame but at the same we 

should try to maintain quality of video because application 

will work in that domain where both data and carrier are 

important for us. 

 

III. STEGNOGRAPHY ALGORITHM 

As discussed that for utilizing the size of video one may 

embed inside it so a module or algorithm required for it 

which is based on the insertion at the LSB on DC coefficients 

of each frame. For DCT based stegnography, more data is not 

inserted in cover object but at the same it does not manipulate 

the PSNR of original object. However it does not affect the 

quality of cover objects. In this section we describe the 

algorithms for inserting and retrieving the text into video. 

Algorithm to embed text message:-  

Step 1: Read cover video.  

Step 2: Read secret message and convert it in binary. 

Step 3: The cover video is broken into 8×8 block of pixels.  

Step4: for 1 to No of Frames do 

Step 4.1: Working from left to right, top to bottom subtract 

128 in each block of pixels.  

Step 4.2: DCT is applied to each block.  

Step 4.3: Each block is compressed through quantization 

table. 

Step 4.4: Calculate LSB of each DC coefficient and replace 

with each bit of secret message. 

End for 

Step 5: Write stego video.  

Algorithm to retrieve text message:-  

Step 1: Read stego video.  

Step 2: Stego video is broken into 8×8 block of pixels.  

Step3: for 1 to No of Frames do 
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Step 3.1: Working from left to right, top to bottom subtract 

128 in each block of pixels. 

 Step 3.2: DCT is applied to each block. 

 Step 3.3: Each block is compressed through quantization 

table.  

Step 3.4: Calculate LSB of each DC coefficient. 

End for  

Step 4: Retrieve and convert each 8 bit into character. 

 
 

Fig 2.Flow Chart 

 

IV. ENCRYPTION ALGORITHM 

In the next step we encrypt the video so that no one can 

recognize it and finally both data and video are secure. The 

encryption also works in frequency domain. In a particular 

DCT block, most of the energy is concentrated in the DC and 

very few AC coefficients. According to Liu, et. al [11] and 

Meyer, et. al [1], encryption of DC and first three to nine AC 

coefficients is sufficient to hide the details of a given video 

block.  

In encryption algorithm, DC and first five AC coefficients 

for encryption are considered. In order to encrypt these 

coefficients efficiently, it exploits the distribution of DCT 

coefficients in the video data. The proposed algorithm can 

work in two steps in first step XOR of DCT coefficients with 

Pseudo-Random Numbers than perform permutation 

operation based on the Pseudo-Random Number Generator 

(PRNG), which takes a seed of (K8) as input and generates 

64 permutation tables. These tables are then used to permute 

the encrypted DCT coefficients. In this permutation step, the 

DCT coefficients of a frame are divided into 64 groups 

according to their positions in 8 × 8 size blocks, and 

scrambled within a group. The grouping of the DCT 

coefficients is shown in the Figure. 

The security of the proposed algorithm depends on the 

seed to the PRNG. In order to protect the seed, it can be 

encrypted by the conventional public-key cryptosystem like 

RSA and sent to the receiver. In order to make the algorithm 

more secure, key (K8) is renewed after every periodic 

interval. At the receiver end, the authorized user decrypts 

using his RSA private key to get the key (K8), generates the 

random numbers and 64 permutation tables with the help of 

it and performs the inverse permutation followed with XOR 

operation for getting the original content of the video data. 

 
Fig 3 .Number chart 

Proposed Algorithm: 

The algorithm briefly explains the encryption. Let us 

assume that multimedia video data (V) after encryption 

divided into 8×8 macro blocks (mb) denoted by 

V= {mb1, mb2, mb3…mbn} 

Each mb consist almost 64 DCT coefficients 

Mbi= {DCi, ACi1, ACi2, ACi3……… ACi63} 

Algorithm Encryption (k8) 

Step 1: K8 is used to generate 64 different permutations 

Tables using PRNG. 

Step 2: 

For 1 to NoOf Frames do 

Step 2.1: Perform the XOR operation of atmost 6 DCT 

Coefficients of each block (mbi) using values generated 

From PRNG. 

End for 

Step 3: Group the DCT coefficients of a frame according 

to their position in a 8 × 8 block. 

Step 4: Shuffle the DCT coefficients of a frame using the 64 

different permutation lists generated from second PRNG. 

The following Figure shows the overall approach of 

proposed idea. 

 
Fig 4.Flow Diagram of Approach 
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V. EXPERIMENTS 

The proposed algorithm is implemented on a Core 2 Duo 

processor of 2.1GHz with 3 GB of RAM. Apart from the 

security an encryption algorithm for real-time multimedia 

data should possess two characteristics. First, compression 

rate of the video should not be decreased making it difficult to 

transmit over the network. Second, as the encryption time 

adds delay in transmission, it should not be high. Our 

proposed algorithm possesses both these characteristics with 

no extra burden. When there are many motive objects and/or 

scenes in a video file, corresponding P/B frames have intra 

coded blocks, leaking partial image information. In such 

cases, to achieve higher security, we should encrypt the DCT 

coefficients of P/B frames. Some of the basic Matlab 

functions which I use in programming are. 

For Reading the Video 

obj=mmreader('Video File Name With format'); 

%Multimedia Reader 

a=read (obj); 

obj = VideoReader(filename); 

If you have raw video 

fin = 'e:\in.avi'; 

fout = 'd:\out.avi'; 

fileinfo = aviinfo(fin); 

nframes = fileinfo.NumFrames; 

aviobj = avifile(fout, 'compression', 'none', 'fps', 

fileinfo.FramesPerSecond); 

Read frames from input video 

for i = 1:nframes 

mov_in = aviread(fin,i); 

im_in = frame2im (mov_in); 

 Preallocate movie structure. 

mov(1:nFrames) =  struct('cdata', zeros(vidHeight, 

vidWidth, 3, 'uint8') 

 'colormap', []); 

Read one frame at a time. 

For k = 1: nFrames 

mov(k).cdata = read(xyloObj, k); 

End 

Compute the DCT of the image 

DCTcover = dct2 (dblcover); 

DCTcover = idct2 (dblcover); 

Pseudorandom number Generator 

r = rand (n) returns an n-by-n matrix containing 

pseudorandom values drawn from the standard uniform 

distribution on the open interval (0,1). 

 r = rand (m,n) or r = rand([m,n]) returns an m-by-n 

matrix. 

These are some important Experimental Characteristics of 

the proposed system which we used. 

 

VI. CONCLUSION 

The work accomplished during this paper can be 

summarized with the following points: In this paper we have 

presented a new system for the combination of Cryptography 

and Steganography which could be proven as a better secured 

method for data communication in near future and we 

overcome from the conventional use of cryptography and 

Steganography individually. In this paper we presented a fast 

novel selective cum light-weight encryption algorithm for 

the security of multimedia data. Even though the security of 

the proposed algorithm depends on the security of pseudo 

random number generator, the analysis shows that the 

proposed encryption scheme provides computational security 

as well as high speed because here not only selective 

encryption followed but also only 6 DCT coefficients are 

encrypted. This advantage makes it highly suitable for 

real-time multimedia transfer. Future directions of work 

include extending the analysis on the DCT coefficients and 

encrypting those using different algorithms. We also look 

forward to reduce the size of encrypted video. 
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