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  Abstract— Cloud computing has been under the glare as an 

emerging IT trend in the federal government for several 

years. As defined by The National Institute of Standards and 

Technology, cloud computing is a model for enabling 

convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, 

storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or 

service provider interaction. In this paper we introduced the 

concept of virtual private network based on Cloud Computing 

by using some simple techniques like load balancing , 

topology etc. This VPN service is fully dedicated to the 

Small-and-medium size companies which are based on pay as 

much as used policy, it is fully SaaS type service provider. The 

model which is proposed here is truly adjust the resources 

consumed on the fly after careful evaluation of the resource 

usage in the basis of exhaustible and elastic cloud resources. 

 

Index Terms— Cloud Computing, SaaS, Load Balancing. 

I. INTRODUCTION 

The growing interest is understandable, as the dramatic 

benefits of cloud computing are undisputed. By reducing 

redundancy, it makes information easier to access and 

share, cheaper to store, and more efficient to manage. It’s 

clear that many in the federal government want to leverage 

these benefits. A 2010 Market Connections online 

quantitative research study of U.S. Federal government 

defense, military, and intelligence agencies on behalf of 

the Lockheed Martin Cyber Security Alliance showed that 

cloud computing has low levels of awareness, trust, and 

adoption among IT decision makers in the U.S. 

defense/military and federal government. The study also 

revealed that 71% of the 198 respondents were either not 

familiar with cloud, unsure if their agency is using it, or 

not using/discussing it at all. Yet, at the same time, the 

study findings suggest that cloud utilization is poised for 

rapid gains [1].CLOUD COMPUTING is internet-based 

computing, whereby shared resources, software, and 

information are provided to computers and other devices 

on demand, like the electricity grid and their fast-growing 

fields have emerged as a major research and development 

area . The need for reliable user authentication techniques 

has increased in the wake of heightened concerns about 

rapid advancements in networking, communication [1] 

[2]. The Cloud architecture can be split up in three main 

layers, namely: infrastructure, platform and software. 

These layers can be seen as building blocks in a triangle 

with at the bottom the required hardware (servers) and at 

the top the clients or the users of Cloud services, as shown 

in the figure below. 

 
Fig 1. Challenges in the Federated Cloud Computing 

Model. (1) Finding The “Best” Cloud For Any Particular 

Workload Requires Careful Balancing Among Many 

Parameters, Such As Quality-of-Service Warranties And 

Cost. (2) The Model Maintains a Consistent Logical 

Topology Regardless of the Physical Location of the 

Different Application Components (Virtual Machines 

A. Infrastructure as a Service (Iaas) 

Infrastructure as a Service (IaaS) is the delivery of 

hardware (server, storage and network), and associated 

software (operating systems virtualization technology, file 

system), as a service. Through virtualization, 

infrastructure providers are able to split, assign and 

dynamically resize these resources to build ad-hoc systems 

as demanded by customers. So essentially this is the 

fundamental layer on which other services can be build.  

B.Platform as a Service (PaaS) 

Platforms are an abstraction layer between the software 

applications (SaaS) and the virtualized infrastructure 

(IaaS). In a Cloud platform arrangement the provider 

operates the whole computing platform or operating 

system for the customer which is accessed over the Web. 

This layer can be seen as an outgrowth of the 

software-as-a-service application delivery model. This 

model makes all of the facilities and services required to 

support the complete life cycle of building and delivering 

applications entirely available as an integrated suite from 

the internet (Ernst Young, 2009). Applications can then 

be run on the Cloud platform/operating system in 

conjunction with utilizing Cloud storage. Therefore 

platform as a service means that Cloud providers supply 
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the software platform where systems run on. PaaS 

offerings are targeted at software developers. Developers 

can write their applications according to the specifications 

of a particular platform without needing to worry about the 

underlying hardware infrastructure (IaaS). Developers 

upload their application code to a platform, which then 

typically manages the automatic up scaling when the 

usage of the application grows [4] [5].                

C. Software as a Service (Saas) 

Software as a Service solutions are at the top end of the 

Cloud Computing stack and they provide end users with 

an integrated service comprising hardware, development 

platforms, and applications (Vecchiola, Pandy, & Buyya, 

2009)[1]. In the software as a service model, the 

application, or service, is deployed from a centralized data 

center across the Web, providing access and use on a 

recurring fee basis. This is an alternative to locally run 

applications (Bennett, et al., 2000). For the end users of 

Cloud Computing services this is the most visible layer. 

SaaS is, compared to IaaS end PaaS, not a new 

development. The idea of sharing software, i.e. remote 

access to software by multiple users, has been introduced 

since the beginning of distributed computing in 

companies. In general SaaS is accessed by a web-portal 

and is often based on the concept of utility computing, 

which means the organizations pays for the resources they 

are actually using. Rest the figure which is shown below 

can show the role of IaaS, PaaS and Saas in the Cloud. 

 
Fig 2. Stages of System 

In this paper, we mainly propose an elastic public VPN 

service model based on the cloud computing facilities. It is 

a model of VPN services and it is based on Infrastructure 

type service. The main features of this model are: 

_ A pay-as-much-as-used 

_ An elastic service model, with the capability to adjust 

adequate cloud resources it consumed and balance the 

work load dynamically. 

In this paper we proposed the architecture of this model 

by using simple load balancing technique and we conclude 

this paper by little improvement in topology and some 

possible improvement. 

 

II. RELATED TECHNOLOGIES AND 

RESEARCH ACHIEVEMENTS 

A. VPN Technology 

VPN (virtual private network) is a private data network 

that makes use of the public telecommunication 

infrastructure, maintaining privacy through the use of a 

tunneling protocol and security procedures [2][3]. There 

are various existing VPN solutions which are different in 

topology, encryption method, underlying tunneling 

protocol, routing algorithm, etc. In this paper, we don’t 

pay attention to the details of VPN technology. To prepare 

for the following sections, we only need to know VPN 

service is an overlay network service that can connect a 

remote host to an inner network through public lines (e.g. 

Internet). This connection is almost always encrypted to 

secure the data transmitted, and emulated to some 

common protocol to provide a transparent service in the 

remote host. After the establishment of the VPN 

connection, the data [4].The same data can flow from/to 

the remote host will be tunneled through the VPN service 

provider in some specific encapsulation protocol. 

B. SaaS 

SaaS, or Software as a Service, is a new software 

encapsulation and delivery model where the service 

providers create multi-tenant applications, and 

responsible for the hosting, maintaining, and support of 

the applications, whereas, the users access the applications 

via internet, and pay by subscriptions. In this model, the 

users usually need not to spend a large amount of one time 

budget on building applications, and do not responsible for 

maintaining or support of the applications, in the contrary, 

the users pay continuously on the amount of using. It is a 

suitable model for small-and-medium-sized companies 

and possibly the individuals who will not be able to afford 

the large amount of expenses of software, hardware and 

maintaining. There is a trend to shift from traditional 

business model to SaaS model as it benefits both the 

software vendors and consumers. According to a report of 

Gartner [4], SaaS revenue accounts for over 10 percent of 

the combined markets in 2009, and this figure will 

increase to more than 16 percent in 2014. 

C. Related Research Achievements 

VPN services, even running in distributed servers are 

not new, and there’re existing VPN solutions with 

multiple points. 

For example, Cisco’s Dynamic Multipoint VPN 

(DMVPN) uses distributed “Spokes” to resolve the 

scalability problem of traditional VPN system [10]. 

Compared to traditional dynamic VPN solutions, 

distributed VPN service in Cloud environment can truly 
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dynamically adjust the scale of the system, and save the 

resources through careful evaluation and prediction of the 

resources and sophisticated designed load balancing 

algorithm. 

In cloud computing environment, there’re efforts like to 

use dynamic VPN to isolate a portion of public computing 

resources for single enterprise to improve security 

[12][13].In this paper, we will try the other end, to design 

a dynamic VPN solution for public use on the top of some 

infrastructural cloud services.[14] 

 

III. ELASTIC PUBLIC VPN 

SERVICEMODEL BASED ON CLOUD 

COMPUTING 

In this section, we will propose our VPN model in 

different views. In each view, every component will be 

introduced in detail, and related problems and solutions 

will be discussed as well. 

A. General View 

In the general view, we will discuss the model in a 

whole picture. Users connect into the cloud via various 

communication links. The VPN cloud itself is built on 

infrastructural cloud services represented as Computation 

cloud and Storage cloud. The former, like Amazon EC2 

computing unit, is used like a physical server, and the 

latter, like Amazon S3 or RDB, is used as storage spaces. 

Interactions between VPN cloud and infrastructural cloud 

services are done through web services exposed by cloud 

computing vendors [4]. In the VPN cloud, there’re three 

main categories of Components which is shown in table 

given below:  

Table I. Categories of Components of the Model 

Category Components 

 

VPN Blocks Unfixed number of blocks 

 

Core Services VPN Blocks Manager, User 

Account Manager, and 

Accounting Manager 

 

Access Servers Access Portal and Web Access 

 

The first category is the VPN blocks which are the 

operation center of the whole system. Each VPN block is 

an independent unit, the load balancing algorithm is 

restricted in this unit and each user is assigned to a fixed 

block when the user account is created. The second 

category includes several management servers to manage 

VPN blocks, user accounts and accounting. The last 

category includes two access servers, used for VPN 

connection validation and web based management. The 

following table summarizes each component’s main 

responsibilities. 

Table II. Responsibilities of Each Component 

Component  

 

Responsibilities 

VPN Blocks 

 

Main functional block of the 

system. Each block includes one 

control computing unit, and 

several operation units which 

can inflate or shrink by need. 

Each block may be public, 

which is shared by different 

companies and different 

individuals, or be private to one 

company as well to ensure 

security. Details will be 

discussed in VPN block view. 

 

VPN Blocks 

Manager 

 

A server responsible for user 

account assignment. It will 

create new VPN blocks if 

needed 

User Account 

Manager 

 

Manage user accounts, and 

validate user credentials in 

various forms 

 

Accounting Manager Record usage statistics, and 

manage user subscriptions 

 

Access Portal Validate user’s credentials 

when accessing the VPN service 

 

  

Web Access 

Web UI for end users and 

administrators 

Main functional block of the system. Each block 

includes one control computing unit, and several 

operation units which can inflate or shrink by need. Each 

block may be public, which is shared by different 

companies and different individuals, or be private to one 

company as well to ensure security. Details will be 

discussed in VPN block view. VPN Blocks Manager A 

server responsible for user account assignment. It will 

create new VPN blocks if needed. User Account Manager 

Manage user accounts, and validate user credentials in 

various forms Accounting Manager Record usage 

statistics, and manage user subscriptions Access Portal 

Validate user’s credentials when accessing the VPN 

service Web Access Web UI for end users and 

administrator To be noted, different servers can share one 

computation unit in the early stages of this SaaS platform, 

and multiple computation units can serve as one special 

server later as well. Data synchronization can be done via 

centralized cloud data storage. Also with the help of 

geographically distributed computing resources, this VPN 

service can be built distributed all over the world as well. 

B. VPN Block View 

In the VPN block view, we will discuss the VPN system 

details including architecture of the VPN block, and how 

the load balancing algorithm actually works, especially in 

the scenarios like inflate and shrink. 

1) Architecture 

 We can see a VPN block includes one control 

computing unit, and several operation units. Control 
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computing unit can control those operation units via web 

services. In the free time, the control unit may instruct one 

operation unit to stop work, and return to the available 

operation unit bank. In the busy time, the control unit may 

get one more operation unit from the bank. Different to 

traditional VPS, vendors of cloud computing resources 

have provided web services to dynamically “create” an 

instance and configure it with a predefined hard drive 

image dynamically. However, the whole process cannot be 

finished right away, but will take around 10 minutes. 

Therefore, an available operation unit bank is designed to 

prepare preconfigured computing units beforehand. 

Careful statistics based prediction should be made to 

adjust the number of units prepared dynamically. The end 

user, no matter it is a router or an end host, will always 

connects to the control computing unit and one operation 

unit at the same time. The connection to the control 

computing unit could be a typical TCP connection, and 

connection to the operation unit is similar to a typical VPN 

connection [6]. Each time, after the execution of load 

balancing algorithm, if a different operation unit starts to 

serve this user, the control computing unit will notice the 

user through the connection. 

 
Fig 3: Simple Architecture of VPN in Cloud 

2) Load Balancing Algorithm 

The load balancing algorithm is designed on the basis of 

a comprehensive evaluation of user’s current usage of 

resources and a sophisticated prediction of user’s future 

demands in each operation unit. The evaluation is a linear 

combination of components like VPN connection counts; 

bandwidth consumed and established TCP connection 

counts with specific price factors predefined. The 

prediction is based on the evaluation statistics. Every fixed 

period of time, the control computing unit will execute the 

load balancing algorithm roughly in the following 

procedures: 

a) Predict each user’s future resource demands in each 

operation unit, denoted as Pk, where k is the sequence 

number of the user. 

b) Calculate new distribution settings. In this step, the 

total of all Pks will be compared with the current total 

designed work load (which is the multiplication of current 

operation unit counts and each operation unit’s designed 

work load). If an excess of work load is larger than the 

threshold, a new  operation unit will be arranged, in the 

contrary, if the starvation of the work load exceeds the 

threshold, the operation unit with least work load will be 

terminated. After the adjustment of the number of working 

operation unit, a program will be executed to minimum 

the value of: �|Pu – Avg| * Factor1 + � Pk * Bk * Factor2 

(1) In Eq. (1), Pu is the total amount of expected user’s 

resource demands in each operation unit after the 

adjustment, Avg is the average work load expected per 

operation unit with the adjusted number, Bk is a {0,1} 

variable with 1 if user k will be assigned to a different 

operation unit. Factor1 and Factor2 are two predefined 

price factors.  We don’t have a perfect solution to get a 

perfect answer in a short time. For a simple way to get a 

good answer in reasonable time, we ignore Factor2. For 

each operation unit, compute the difference with the 

current work load and expected average. For overloaded 

instance with difference larger than specific threshold, we 

try to calculate a good combination of users to be rerouted 

to best fit the difference. The rerouted users are gathered, 

and combinations of them are calculated again to fit the 

deficiencies of the other operation units. 

c) Notice end users and operation units with the change. 

End users will establish a new connection to the new 

operation unit if needed, before the connection is 

established, they will communicate with the old one. To 

maintain the existing established TCP connection, packets 

from previously established TCP connection will be sent to 

the new operation unit with a special mark in the 

envelope, and new operation unit receiving such packets 

will route them back to the old operation unit. At the same 

time, if the old operation unit receives packets to the 

original user from foreign hosts, it will route packets to the 

new operation unit, and then transmit to the end user. This 

routing method is similar to triangle routing in mobile 

network. In the shrink scenario, the terminated operation 

unit’s IP address will be assigned to one of the existing 

operation unit to maintain the existing TCP connections 

until all the related connections are closed. This is a 

limitation of this load balancing algorithm. Resources are 

not totally distributed, as operation units may continue to 

serve the previously established TCP transmissions of the 

original user. Even for terminated operation unit, the old 

IP address is kept until the related connections are all 

closed [13] [14]. 
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C. End Node View 

In the end nodes, the VPN connection to a specific 

operation unit in one VPN block is emulated as a virtual 

link through a virtual network device. In this way, packets 

in the end nodes can be routed easily via the modification 

of routing table. A procedure with several steps is followed 

to initialize the VPN connection to the public VPN service 

(security parameter negotiation is omitted since it is 

similar to other VPN solutions): 

a) End node connects to “Access Portal” to validate the 

user credentials. 

b) “Access Portal” contacts “User Account Manager” and 

“Accounting Manager” to validate the user. 

c) If the user is validated, the “Access Portal” will contact 

the corresponding VPN block’s “Control Computing 

Unit” about the incoming connection. 

d) The “Control Computing Unit”, receiving the new user 

information, will arrange an available operation unit, and 

respond to the “Access Portal”. 

e) The “Access Portal” receiving the respond will return to 

the user with a grant ticket, and corresponding 

information of “Control Computing Unit” and “Operation 

Unit”. 

f) The user will establish a TCP connection (direct 

connection) to the “Control Computing Unit” with the 

grant ticket and a VPN connection to the “Operation Unit” 

with this ticket as well. 

g) Routing table is modified to route appropriate packets 

through “Operation Unit” The procedure of terminating 

the connection is similar.[15] 

IV. CONCLUSION AND FUTURE WORK 

In this paper a distributed public VPN service model is 

built which is purely based on cloud services with 

architectures and simple designed details like topology 

and simple load balancing algorithm etc. A simple load 

balancing algorithm is designed to adjust the 

commensurate computing resources consumed by the 

VPN service in a specific VPN block, and distribute the 

work load of each operation unit within this block 

dynamically. This model can be treated as a case of 

building SaaS styled services purely on infrastructural 

cloud services as well. However, the model designed is 

still very simple, more researches should be done to 

improve in the parts like topology design of the operation 

units, isolation of different users to ensure security, 

evaluation model of resources consumed, prediction 

model of future resource demands, load balancing 

algorithm, etc. Also, this model is designed only foe 

showing the concept of elastic VPN in Cloud Computing, 

further experiments and measurements should be done to 

improve it in practical use. 
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