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Abstract- Information Security has become a very critical 

aspect of modern computing systems. With the global 

acceptance of the Internet, virtually every computer in the 

world today is concerned to every other. While this has created 

tremendous productivity and unprecedented opportunities in 

the world we live in, it has also created new risks for the users 

of these computers. The users, businesses and organisations 

worldwide have to live with a constant threat from hackers and 

attackers, who have a variety of techniques and tools in order 

to break computer systems, steal information, change data and 

cause havoc. Each of these aspects of message security can 

address by standard methods in cryptography. Besides 

exchange of messages, tools from cryptography can be applied 

to sharing an access key between multiple parties so that no 

one person can gain access to a vault by any two of them 

can.One of the most important elements in the business 

process is transferring of data. Transfer of data occupies a key 

position in this modern world. The protection of data and 

much security of information avoiding all possible threats 

from the exploiters is a challenging task. Data transfer can be 

successfully transmitted if no one can share this secret to other 

one. “Three people can keep a secret only if two of them are 

dead”. This paper describes a methodology by analysing the 

security of information with enhanced speed of encryption and 

decryption process. This process uses cipher text formation via 

Polygram Substitution Cipher technique with some 

modification. Some variation makes in converting the plain 

text into cipher text for making data more secure so that the 

unauthorized user cannot access the data and cannot 

understand the cipher text easily. The basic framework of 

performing cryptography has remained more or less the same, 

with a lot of improvements in the actual implementation. More 

importantly, these cipher text used by various cryptographic 

functions/algorithms, thus making the computer process a lot 

faster and secure. 
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I. INTRODUCTION 

Keeping secrets is not easy. In fact, Human tendency is 

such that when told something is a secret and asked to 

keep it secret, people are actually quite eager to share that 

secret with everyone else! For keeping data secret, the 

term cryptography is used. Cryptography, a word with 

Greek origins, means “Secret Writing”. Cryptography is 

the art and science of achieving security by encoding 

messages to make them non- readable. It is an art of 

transforming messages to make them secure and immune 

to attacks. Cryptographic system is given in figure 1. 

Cryptography is the study of mathematical techniques for 

all aspects of information security. Cryptanalysis is the 

complementary science concerned with the methods to 

defeat these techniques. Cryptology is the study of 

cryptography and cryptanalysis. The security of 

information encompasses the following aspects: 

• Confidentiality or Privacy 

• Data Integrity, 

• Authentication, 

• Non Repudiation. 

As Cryptography is the science and art of creating 

secret codes, Cryptanalysis is the science and art of 

breaking those codes. Cryptanalysis is shown in figure 2. 

Cryptanalysis is a technique of decoding messages from a 

non- readable format back to readable format without 

knowing how they were initially converted from readable 

format to non-readable format. Cryptanalysis is like 

breaking a code. Any Communication in the language 

that we speak – that is the human language takes the form 

of plain text or clear text. A message in plain text can be 

understood by anybody knowing the language as long as 

the message is not codified in any manner. For instance, 

which we speak with our family members, friends or 

colleagues, we use plain text because we do not want to 

hide anything from them. Clear Text or Plain text 

signifies a message that can be understood by the sender, 

the recipient and also by anyone else who gets an access 

to that message. Each alphabet in the original message 

can be replaced by another to hide the original contents of 

the message. The codified message is called as cipher 

text. Cipher means a code or a secret message. When a 

plain text message is codified using any suitable scheme, 

the resulting message is called as cipher text. An original 

message is known as the plain text, while the coded 

message is called the cipher text. The process of 

converting from plaintext to cipher text is known as 

enciphering or encryption whereas restoring the plain text 

from the cipher text is known as deciphering or 

decryption. Process of encoding plain text messages into 

cipher text messages is called as encryption. The reverse 

process of transforming cipher text messages back to 

plain text messages is called as decryption. 

 

II. HISTORY 

Cryptography is the science of writing in secret code 

and is an ancient art; the first documented use of 

cryptography in writing dates back to circa 1900 B.C. 

when an Egyptian scribe used non-standard hieroglyphs 

in an inscription.  The history of cryptography can be 

broadly divided into three phases: 

(1) From ancient civilizations to the nineteenth century 

and the first part of the twentieth century, with relatively 

simple algorithms that was designed and implemented by 

hand. 
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(2) Extensive use of encrypting electro-mechanical 
machines, around the period of the    Second World War. 

(3) Ever more pervasive use of computers, about in the 

last fifty years, supported by solid Mathematical basis. 

Cryptography was already used in ancient times, 

essentially in three kinds of contexts: 

a) private communications 

b) art and religion 

c) military and diplomatic use 

Some experts argue that cryptography appeared 

spontaneously sometime after writing was invented, with 

applications ranging from diplomatic missives to war-
time battle plans. Encryption attempts to ensure secrecy 

in communications, such as those of spies, military 

leaders, and diplomats. There is record of several early 

Hebrew ciphers as well. Cryptography is recommended in 

the Kama Sutra as a way for lovers to communicate 

without inconvenient discovery. Steganography (i.e., 

hiding even the existence of a message so as to keep it 

confidential) was also first developed in ancient times. An 

early example, from Herodotus, concealed a message - a 

tattoo on a slave's shaved head - under the regrown hair. 

More modern examples of steganography include the use 

of invisible ink, microdots, and digital watermarks to 
conceal information. 

 

III.OBJECTIVES OF THIS RESEARCH 

The biggest difficulty with this approach of 

cryptography is the distribution of the key. The detailed 

operation of a cipher is controlled both by the algorithm 

and, in each instance, by a key. This is a secret parameter 

(ideally, known only to the communicants) for a specific 

message exchange context. Keys are important, as ciphers 

without variable keys are trivially breakable and therefore 

less than useful for most purposes. This research is very 

focused on terms, concepts, and schemes in current use 

and is not a treatise of the whole field. The core objective 

of the research is to protect information leakage what so 

ever manner it may be, the use of appropriate technology. 

To provide a high level of confidentiality, integrity, non 

reputability and authenticity to information that is 

exchanges over networks. 

a) Authentication: The process of proving one's 
identity. (The primary forms of host-to-host 

authentication on the Internet today are name-

based or address-based, both of which are 

notoriously weak.)  

b) Privacy/Confidentiality: Ensuring that no one 

can read the message except the intended 

receiver.  

c) Data Integrity: Assuring the receiver that the 
received message has not been altered in any 

way from the original.  

d) Non-repudiation: A mechanism to prove that 

the sender really sent this message. 

The prerequisite of the above research is 

a. A strong encryption algorithm is designed in such a 

way that an opponent who knows the algorithm and has 

access to one or more cipher texts would be unable to 
decipher the cipher text or figure out the key. The 

opponent should be unable to decrypt cipher text or 

discover the key even if he or she is in possession of a 

number of cipher texts together with the plain text that 

produced each cipher text. 

b. Sender and receiver must have obtained copies of the 

secret key in a more secure fashion and must keep the key 

secure. If someone can decrypt the key and knows the 

algorithm, all communication using this key is readable. 

c. Thus, we do not need the algorithm secret but we need 

to keep the key secret. 
d. The cost of breaking the cipher exceeds the value of 

the encrypted information. 

e. The time required to break the cipher exceeds the 

useful lifetime of the information. 

IV. POLYGRAM SUBSTITUTION CIPHER 

METHOD 

A. Method: 

A polygram substitution cipher is a cryptosystem in 

which blocks of characters are substituted in groups. For 

instance (for a particular key) AA could map to NO, AB 
to IR, JU to AQ, etc. These cryptosystems make 

cryptanalysis harder by destroying the single character 

frequencies, preserved under simple substitution ciphers. 

In Polygram Substitution Cipher technique, a block of 

alphabets is replaced with another block. For instance, 

BECAUSE could be replaced by XAYWQOA, but 

CAUSE could be replaced by totally different cipher 

IGAYK. This is true despite the last five characters of the 

two blocks of text (CAUSE) being the same. This shows 

that in Polygram Substitution Cipher, the replacement of 

plain text happens block by block rather than character by 

character. Polygram Substitution Cipher Technique 
replaces one block of plain text with a block of cipher text 

– it does not work on a character by character basis. 

B. Problems in PolyGram Substitution: 

1. Different keys are required for each block of 

characters. In above example first key is subtracting 3 

from each character and second key is adding 5 to each 

character. It is easier to find as the keys are very simple. 

2. The encryption and decryption technique is applied to 

each and every block of character of a text differently; 

even the block is repeated in the plain text. So it requires 

more time for encryption. In above example character „C‟ 
is replaced by first key into „Z‟ and by second key into 

„I‟. 

3. It occupies more storage space for maintaining the 

encoded data. Character „C‟ is required more storage 

space for encoding first key and second key. 

4. The character is replaced by character itself in each 

block differently. It will make ease for the intruders to 

identify the characters, thus by trapping the message in 

easier way, this results in security lapses. 

C. Solution Suggested: 

1. First reverse each block of character before applying 

the polygram substitution method. 

http://en.wikipedia.org/wiki/Spy
http://en.wikipedia.org/wiki/Diplomat
http://en.wikipedia.org/wiki/Kama_Sutra
http://en.wikipedia.org/wiki/Steganography
http://en.wikipedia.org/wiki/Herodotus
http://en.wikipedia.org/wiki/Invisible_ink
http://en.wikipedia.org/wiki/Microdot
http://en.wikipedia.org/wiki/Digital_watermark
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2. Then each character is converted in ASCII coded form. 
Then adding different keys for each block of character as 

in the same way as polygram substitution method does. 

3. If the BLOCK is repeated then also apply the same 

procedure. 

4. As the ASCII values are used for both encryption and 

decryption so it is not easily rectified by the intruder. 

5. Adding and subtracting the consecutive numbers from 

each ASCII value of the character increases the security 

and it is not simply identified. 

V. REFINED POLY SUBSTITUTION METHOD 

A.  Encryption Process 

1. Take the example text “BECAUSE”. 

2. Reverse the above block as “ESUACEB” 

3. Take three key k1, K2, k3 and assign a character k1 as 

1 K2 as 2 and k3 as 3. 

4. Let ASCII value of k1 be 1 and k2 be 2 and k3 be 3 

and take the text , add ASCII value of k1 to value of first 

character, and k2 to second character and k3 to third 

character, alternatively add the value of k1 , k2, k3 to 
consecutive characters. 

5. Three or more layers to be applied to each three or 

more consecutive letters and same to be continued 

through the remaining text. 

6. After adding ASCII value of all values of given text, 

the resultant text is an encrypted message, and it generate 

a combination of 3* (256 * 256 * 256) letters encrypted 

coded text with 128 bit manner. 

7. Transposition takes place in each character after all the 

process is over that is moves or change one bit either LSB 

or MSB, the end result is increasing security. If MSB is 

taken then alternative sign is changed. 
8. Finally takes the decimal values of each updated 

character in the given text and print and this process 

shown in Table 1. 

B.Decryption Process 

1. Takes the ASCII values of each updated character in 

the given text and converted into binary format. 

2. Transposition takes place in each character after all the 

process is over that is moves or change one bit either LSB 

or MSB. Sign bit is changed is MSB alters its value. 

3. Subtract ASCII value of all values of given text, the 

resultant text is a decrypted messages, and it generate a 
combination of 3* (256 * 256 * 256) letters decrypted 

coded text. 

4. Three layers to be applied to each three consecutive 

letters and same to be continued thru the remaining text. 

5. Subtract ASCII value of k1 from the value of first 

character, and k2 from the second character and k3 from 

third character, alternatively subtract the value of k1, k2, 

k3 to consecutive characters. 

6. Transposition takes place in each character after all the 

process is over that is moves or change one bit either LSB 

or MSB, the end result is some binary value. 

7. Finally takes the decimal values of each updated binary 
value in the given text and print. 

8. Then again reverse the character value generated by the 

ASCII values. 

9. Decrypted message is given as “BECAUSE” and this 
process shown in Table 2. 

C.Result 

Encryption Result 

Keys K1, K2 and K3 and message “BECAUSE” 

Let K1 – 1, K2 – 2 and K3 - 3 

ASCII VALUES for 1 is 49, 2 is 50 and 3 is 51 
Table 1 : Encryption Process Result 

Ch

ar

act

er 

Reve

rse 

AS

CII 

val

ues 

Add 

Con. 

letter 

Binary 

values 
Alter LSB Final 

Resu

lt 

B E 69 118 01110110 01110111 119 

E S 83 133 10000101 10000100 132 

C U 85 136 10001000 10001001 137 

A A 65 114 01110010 01110011 115 

U C 67 117 01110101 01110100 116 

S E 69 120 01111000 01111001 121 

E B 66 115 01110011 01110010 114 

The Encrypted message is 

{119,132,137,115,116,121,114} 

i.e. cyber text. 

 Decryption Result 

The Encrypted Text is applied to decrypted formula 

By applying the reverse process 
Table 2: Decryption Process Result the Plain text is 

“BECAUSE” 

Cyber 

Result 
Binary 

values 
 

Alter 

LSB 
ASCII 

Value 

Sub. 

Con. 

Letter 

Cha

ract

er 

Reve

rse 

Char 

119 01110111 01110110 118 69 E B 

132 10000100 10000101 133 83 S E 

137 10001001 10001000 136 85 U C 

115 01110011 01110010 114 65 A A 

116 01110100 01110101 117 67 C U 

121 01111001 01111000 120 69 E S 

114 01110010 01110011 115 66 B E 

 

VI. CONCLUSION 

The present work is compared with the standard 

algorithm i.e. Polygram Substitution Method used for 

encryption and decryption. It is observed that not only the 

algorithms are to be secured but the keys which are used 

for encryption and decryption are to be secured more. The 

basic polygram substitution method used for encryption 

and decryption is also modified if they are less secure. 

The proposed algorithm is having more security as 

compared to previous method at low computational 

effort. Some modifications is made in previously defined 

algorithms and keys which are used for encryption and 

decryption and design this algorithm as refined algorithm 

for better security and more enhanced features in terms of 

memory storage and time required to decrypt the key. The 

A strong encryption algorithm is designed in such a way 

that an opponent who knows the algorithm and has access 

to one or more cipher texts would be unable to decipher 

the cipher text or figure out the key. The opponent should 

be unable to decrypt cipher text or discover the key even 

if he or she is in possession of a number of cipher texts 

together with the plain text that produced each cipher 
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text. Sender and receiver must have obtained copies of 

the secret key in a more secure fashion and must keep the 

key secure. If someone can decrypt the key and knows the 

algorithm, all communication using this key is readable. 

Thus, we do not need the algorithm secret but we need to 

keep the key secret. The cost of breaking the cipher 

exceeds the value of the encrypted information. The time 

required to break the cipher exceeds the useful lifetime of 

the information. The proposed methodology will give the 

new area of research on cryptography and algorithms. 

This new methodology for text encrypts and decrypt 

using genetic algorithm is definitely an effective method 

while compared with other cryptography systems. The 

proposed work along with public key distribution 

mechanism generates more time to decrypt the message. 
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