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Abstract -This paper proposes an analysis on the concept of 

visual cryptography which is applicable on color images. This 

analysis includes review on color visual cryptography which 

involves visual information pixel (VIP) synchronization and error 

diffusion for color visual cryptography. VIP carries visual 

information of original image and VIP synchronization helps to 

keep the same position of pixels throughout the color channels. 

Error diffusion generates shares which are clear and visible to 

human eyes and it improves the visibility of shares. 

 

Index Terms — Visual Cryptography, Visual Information 

Pixel Synchronization, Error Diffusion. 

 

I. INTRODUCTION 

Now a day the transmission of data through computer is 

increasing rapidly. So the security of transmitted data 

becomes mandatory. Cryptography is the desired technique 

to provide security of the transmitted data. There are two 

processes in cryptography. Encryption is the first process in 

which the plain text or readable text is converted into cipher 

text or unreadable text. The second process is called 

decryption process in which cipher text or unreadable text us 

converted into plain text or readable text. To encrypt data we 

apply an encryption algorithm at the sender end and to 

reveal the data at the receiving end, we apply a decryption 

algorithm. But we need to consider the situation where there 

is no option to use the decryption process. Naor and Shamir 

proposed a new cryptography area, visual cryptography, in 

1994. The most notable feature of this approach is that it can 

recover a secret image without any computation. It exploits 

the human visual system to read the secret message from 

some overlapping shares, thus overcoming the disadvantage 

of complex computation required in the traditional 

cryptography [1]. In visual cryptography visual information 

is encrypted using encryption algorithm but here there is no 

need of decryption algorithm to reveal the visual information. 

Here the decryption process is done simply by human visual 

system.  

Visual cryptography is a special encryption technique to 

hide information in images in such a way that it can be 

decrypted by human vision if correct key image is used. The 

technique was proposed by Naor and Shamir in 1994. Visual 

cryptography uses two transparent images. One image 

contains random pixels and the other image contains the 

secret information. It is impossible to retrieve the secret 

information. The easiest way to implement Visual 

Cryptography is to print the two layers onto a transparent 

sheet. When the random image contains truly random pixels 

it can be seen as a one-time pad system and will offer 

unbreakable encryption.  

II. RELATED WORK 

Recently in the literature, many new methods have been 

implemented for visual cryptography. A number of 

researchers have explored different visual cryptography 

schemes for binary, grey scale and some for color images. 

The concept of VC has been extended such that the secret 

image is allowed to be a grayscale image rather than a binary 

image. Although the secret image is grayscale, shares are 

still constructed by random binary patterns. The limitation of 

all the methods lies in the fact that all shares generated are 

random patterns carrying no visual information. There are 

some approaches to color VC which attempts to generate 

meaningful shares but it produces shares with low visibility 

due color inconsistency across color channels [2]. Several 

new methods for VC have been introduced recently in the 

literature. Blundo proposed an optimal contrast k-out-of-n 

scheme to alleviate the contrast loss problem in the 

reconstructed images [6]. Hou transformed a gray-level 

image into halftone images and then applied binary VC 

schemes to generate grayscale shares. Although the secret 

image is grayscale, shares are still constructed by random 

binary patterns carrying visual information which may lead 

to suspicion of secret information [1]. Wang generalized the 

Ateniese’s scheme using concatenation of basis matrices and 

the extended matrices collection to achieve simpler deviation 

of basis matrices [7]. Nakajima extended EVC to a scheme 

with natural grayscale images to improve image quality [8]. 

Zhou used half toning methods to produce good quality 

halftone shares in VC. Fu generated halftone shares that 

carry visual information by using VC and watermarking 

methods [4]. Wang produced halftone shares showing 

meaningful images by using error diffusion techniques [9]. 

This scheme generates more pleasing halftone shares owing 

to error diffused to neighbour pixels. All of these VC 

schemes for color images produce random pattern shares. 

Even though decrypted messages show messages with 

various colors, it is more desirable to generate meaningful 

color shares which are less suspicious of encryption. These 

methods however produce shares with low visibility due to 

color inconsistency across color channels. So, in order to 

reduce the size of encrypted share and to improve shares 

quality, this paper provides an overview of visual 

cryptography scheme for colored images.     

III. VISUAL CRYPTOGRAPHY FOR COLOR 

IMAGES 

This section provides an overview on a color VC 

encryption method which provides meaningful shares. This 

method includes two fundamental principles used to 
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generate shares namely, error diffusion and pixel 

synchronization.  

A. VIP Synchronization 

This encryption method focuses on VIP synchronization 

across color channels. VIPs are pixels on the encrypted 

shares that have color values of the original images, which 

make the encrypted share meaningful. In each of the m sub 

pixels of the encrypted share, there are λ number of VIPs, 

denoted as ic and the remaining pixels deliver the message 

information of the secret message image. Thus in this 

method each sub pixel carries visual information as well as 

message information, while other method  needs extra pixel 

in addition to the pixel expansion to produce meaningful 

shares. Since each VIP is placed at the same bit position in 

sub pixels across three color channels, VIP represents 

accurate colors of the original image [main].The encryption 

process starts with basis matrices distribution by referring 

secret message pixels. Sub pixel encryption of three 

channels corresponding to each message pixel is followed by 

random permutation. Furthermore a set of encrypted sub 

pixels for three channels should be permuted at the same 

time to preserve the VIP synchronization [5].  

B.  Error Diffusion   

Once the VIP synchronization is done, a half toning method 

is applied to produce the final encrypted shares. In this 

scheme error diffusion is used as it is simple and effective. 

In this quantization error at each pixel is filtered and fed 

back to future inputs. In this scheme each of the three color 

layers are fed into the input for the generation of i-th 

halftone share. From the above Fig. 2 Let 
),( nmijf is the 

thnm ),( pixel on the input channel   

of i -Th share. The input to the threshold quantization is:  

(1)

 

Where Hlkh ),( and H is a two dimensional error filter. 

),( nmeij
Is a difference between ),( nmd ij

and ),( nmgij is a 

quantized output pixel value given by: 

 ,0),,(),(,1 nmtnmifdg ijijij   (2) 

In this equation threshold ),( nmtij
can be position-dependent. 

Quantization error ),( nmeij
depends on not only a current 

input and output but also the entire history as shown in Fig.2. 

The error filter minimizes low frequency differences 

between the input and output images [5]. 

 
Fig. 1 Error Diffusion Block Diagram [6] 

IV. EXAMPLE FOR THE PROPOSED METHOD 

 
 

Fig. 2 Secret Image [3] 

 

 
Fig. 3 (A) To (C) Decomposition of Filtered Images into C, M, 

Y Channel (D) To (F) Halftone of C, M, Y Channels [3] 

 

 
Fig. 4 Encrypting (A)and (B) Two Shares Of Cyan Channel [3] 

Encrypting (C) and (D) Two Shares Of Magenta Channel 

Encrypting (E) and (F) Two Shares Of Yellow Channel 

 
Fig. 5 Combination of All Shares [3] 
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Fig. 6 Reconstruction (A) Result Of OR Operation of Shares 

(B) Result of XOR Operation of Shares [3] 
 

V. CONCLUSION 

This paper discusses the method given for color visual 

cryptography. This paper provides a brief review of the main 

two fundamental concepts which are for color visual 

cryptography as VIP synchronization and error diffusion 

which can be broadly used in many color visual 

cryptography schemes. 
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